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TELCONI “TERMINAL TECHNOLOGY PREVIEW VERSION” LICENSE

PLEASE READ THIS SOFTWARE LICENSE AGREEMENT "LICENSE" CAREFULLY BEFORE DOWNLOADING AND/OR USING THE
SOFTWARE. BY DOWNLOADING AND/OR USING THE SOFTWARE, YOU ARE AGREEING TO BE BOUND BY THE TERMS OF
THIS LICENSE. IF YOU DO NOT AGREE TO THE TERMS OF THIS LICENSE, DO NOT DOWNLOAD AND/OR USE THE SOFTWARE.

1. License.

The software and any data files accompanying this License whether on disk, in read only memory, on any other media or in any other
form (the "Software") are licensed, not sold, to you by Telconi. You own the media on which the Software is recorded but Telconi or
Telconi's licensor(s) retain title to the Software. The Software and any copies made and/or distributed under this License are subject to
this License.

2. Permitted Uses and Restrictions.

This License allows you to install and use the Software on a single computer at a time and use it over a period of thirty days. This
License does not allow the Software to exist on more than one computer at a time. You may make one copy of the Software in
machine-readable form for backup purposes only. The backup copy must include all copyright information contained on the original.
After the evaluation period of thirty days, you must remove the software and all backup copies from your computer and any media.
Except as permitted by applicable law and this License, you may not decompile, reverse engineer, disassemble, modify, rent, lease,
loan, distribute, create derivative works from the Software or retransmit the Software over a network.

3. Disclaimer of Warranty on Software.
You expressly acknowledge and agree that use of the Software is at your sole risk. The Software is provided "AS I1S" and without
warranty of any kind and Telconi and Telconi's licensor(s)

EXPRESSLY DISCLAIM ALL WARRANTIES AND/OR CONDITIONS, EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES AND/OR CONDITIONS OF MERCHANTABILITY OR SATISFACTORY QUALITY AND FITNESS FOR A
PARTICULAR PURPOSE NONINFRINGEMENT OF THIRD PARTY RIGHTS. TELCONI DOES NOT WARRANT THAT THE FUNCTIONS
CONTAINED IN THE SOFTWARE WILL MEET YOUR REQUIREMENTS, OR THAT THE OPERATION OF THE SOFTWARE WILL BE
UNINTERRUPTED OR ERROR-FREE, OR THAT DEFECTS IN THE SOFTWARE WILL BE CORRECTED. FURTHERMORE, TELCONI
DOES NOT WARRANT OR MAKE ANY REPRESENTATIONS REGARDING THE USE OR THE RESULTS OF THE USE OF THE
SOFTWARE OR RELATED DOCUMENTATION IN TERMS OF THEIR CORRECTNESS, ACCURACY, RELIABILITY, OR OTHERWISE.
NO ORAL OR WRITTEN INFORMATION OR ADVICE GIVEN BY TELCONI OR AN TELCONI AUTHORIZED REPRESENTATIVE
SHALL CREATE A WARRANTY OR IN ANY WAY INCREASE THE SCOPE OF THIS WARRANTY. SHOULD THE SOFTWARE PROVE
DEFECTIVE, YOU (AND NOT TELCONI OR AN TELCONI AUTHORIZED REPRESENTATIVE) ASSUME THE ENTIRE COST OF ALL
NECESSARY SERVICING, REPAIR OR CORRECTION. SOME JURISDICTIONS DO NOT ALLOW THE EXCLUSION OF IMPLIED
WARRANTIES, SO THE ABOVE EXCLUSION MAY NOT APPLY TO YOU. THE TERMS OF THIS DISCLAIMER DO NOT AFFECT OR
PREJUDICE THE STATUTORY RIGHTS OF A CONSUMER ACQUIRING TELCONI PRODUCTS OTHERWISE THAN IN THE COURSE
OF A BUSINESS, NEITHER DO THEY LIMIT OR EXCLUDE ANY LIABILITY FOR DEATH OR PERSONAL INJURY CAUSED BY
TELCONI'S NEGLIGENCE.

4. Limitation of Liability.

UNDER NO CIRCUMSTANCES, INCLUDING NEGLIGENCE, SHALL TELCONI BE LIABLE FOR ANY INCIDENTAL, SPECIAL,
INDIRECT OR CONSEQUENTIAL DAMAGES ARISING OUT OF OR RELATING TO THIS LICENSE. SOME JURISDICTIONS DO NOT
ALLOW THE LIMITATION OF INCIDENTAL OR CONSEQUENTIAL DAMAGES SO THIS LIMITATION MAY NOT APPLY TO YOU.

5. Controlling Law and Severability.

If there is a local subsidiary of Telconi in the country in which the Software License was obtained, then the local law in which the
subsidiary sits shall govern this License. Otherwise, this License shall be governed by the laws of Germany. If for any reason a court of
competent jurisdiction finds any provision, or portion thereof, to be unenforceable, the remainder of this License shall continue in full
force and effect.

6. Non-Production Code.
This Software has not been rigorously tested under all conditions and on all configurations of equipment, and therefore you may
experience some anomalous behavior.

7. Complete Agreement.

This License constitutes the entire agreement between the parties with respect to the use of the Software and supersedes all prior or
contemporaneous understandings regarding such subject matter. No amendment to or modification of this License will be binding
unless in writing and signed by Telconi.
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Trademark Nofices

Cisco®, Cisco Systems®, Cisco I0S®, and IOS® are registered trademarks of Cisco Systems, Inc. or its affiliates in the U.S. or certain
other countries. Apple, MacOS and MacOS X are trademarks or registered trademarks of Apple Computer, Inc. in the United States
and other countries. Sun, Sun Microsystems, and Solaris are trademarks or registered trademarks of Sun Microsystems, Inc. in the
United States and other countries. Microsoft, Windows NT, Windows, Windows 2000 and Windows XP are registered trademarks or
trademarks of Microsoft Corporation in the United States and/or other countries. UNIX is a registered trademark in the United States
and other countries, licensed exclusively through X/Open Company Ltd. Linux is a trademark of Linus Torvalds. All other trademarks,
service marks, registered trademarks, registered service marks mentioned in this manual are the property of their respective owners.

Credits

Telconi Terminal for Microsoft Windows and Unix is based in part on the work of the FLTK project
(http://www fltk.org). Microsoft Windows and Unix versions also use “FLU — FLTK Utility Widgets” by Jason
Bryan.

About this Manual

This Document describes the preview version of Telconi Terminal and should be considered as work in

progress, so it might be outdated. For an up-to-date version of this document, please refer to our website
http://www.telconi.com.

Update: By the time of writing, Windows and Unix/Linux versions weren’t available. This manual has been
updated to cover the new versions, but some parts may only apply to MacOS X.
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Release Notes for Version 06a

Access-List Editing

This version includes a preliminary implementation for Access-List editing and synchronization. Lines of lists
can be marked for deletion, shifted up/down and so on. Once a list is changed it will be marked
“unsynchronized”. The user can then view and run a synchronization script for the list, which will
retransmit the entire list as seen on screen to the device. We've also built in some lock-out protection. The
update script will automatically disable an active access-list for all associated interfaces prior to
transmission. After the list is transmitted, the update script will re-enable the list for associated interfaces. List
editing also works for other lists — such as “priority-lists” or “dialer-lists”. Currently, there is no explicit
support for named access-lists.

HTML-Output Generation

HTML is a flexible format for printing, documentation, Email and more. Telconi Terminal now supports
HTML output for all modes and platforms. To use it, simple push the HTML button in the main Window. On
Windows and Mac OS X, the configured default browser is invoked with the output. On Linux and FreeBSD
(and future other Unix variants such as Solaris), Mozilla is assumed to be installed. Later Unix-Versions will
allow to configure the HTML browser.

Other Improvements and Bug-fixes

Other improvements include:

- better formatting in configuration mode concerning some configurations

- configuration support for 3" level configuration modes (such as ATM PVCs or address-families).
- resolves some login and user configuration issues

- general improvements and bug fixes
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Recent Changes

The following recent changes and additions may not be covered in detail in this manual yet:

Version 06a

- Support for access-list editing and synchronization

- Support for HTML output generation

- Support for 3 level mode configurations, such as address-families or ATM-PVCs
- Bug fixes

Version 05a
- Support for FreeBSD
- Bug fixes

Version 04a

- Support for Microsoft Windows (98, NT, 2000 and XP)
- Support for Linux

- Bug fixes

Version 03a

- debug and exec sessions connected only as needed
- help facility runtime cache improvements

- improved exec mode formatting

- improved event handling for inline views

- ability to clear interfaces from config mode

- more output options in configuration view

- more meaningful error messages

- some bug fixes and other minor improvements

Version 02a

- improves exception handling

- adds views for all defined access lists

- adds interface accounting display in config mode
- adds confirmation dialogs to commit and revert

- reduces the size of PDF printing output

- corrects some minor memory leaks

- fixes an issue with input focus

- fixes an issue with fonts

- improves event handling

Telconi Terminal (Technology Preview Version)
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< telconi

Cisco® routers and switches are usually configured using a
poor command line interface (CLI) and require general
knowledge of networking technologies, protocols and Cisco
[OS®. Some existing network management applications
may cover fault-, software- and other management tasks
pretty well. For most other tasks, however, you'll have to
step down to the command line interface.

Telconi Terminal, a network management productivity
application for Cisco IOS® based routers and devices, helps
network administrators to accomplish their daily work more
efficiently and comfortably by complementing the IOS®
command line interface with a more convenient, interactive
visual user interface.

In a network management model, it most closely resembles a local craft terminal or element manager. The

application requires knowledge of the underlying networking technologies, network protocols and IOS®

and does not try to remove the complexities of router configuration and network administration.
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2 Introduction

Note: You should read this section with some sense of humor.

2.1 The Joy and Pain of Using Cisco 10S®

Cisco® I0S® command line interface (CLI) is quite flexible and allows you to enter complex configurations
elegantly with only a few configuration lines. For historical and other reasons, however, it has some flaws
for the more experienced user. Its original intention appears to try to keep users from entering configuration
lines before they think, which makes sense. Assume we want to remove a secondary ip address definition
on an Ethernet interface. Now we type:

$ telnet <router>

Username: <your-user-name>
Password: <your password>

Router>
Now we arrived at the first prompt. We can’t do much. Now we have to proceed to the privileged level by:

Router> enable
Password: <your password>

All right, now we see another prompt:
Router#

Having arrived at this point, we usually do a “show running-config”. Thanks to the command line
abbreviation and completion functionality, typing isn’t so hard. So we keep on typing the TAB key until it
beeps or remember working abbreviations, such as “sh run”. At some point, we enter the configuration
mode to get to another prompt by:

Router# configure terminal
Router (config) #

As we did a “show running” before, we figured out what the interface number of our target interface is,
maybe we have to scroll a bit back with our terminal emulation. Okay, the interface of choice was
“Ethernet 1” because we’ve seen this configuration fragment in our (possibly quite longish) output:

interface Ethernet O
ip address 10.1.2.1 255.255.255.0
ip address 10.1.2.3 255.255.255.0 secondary
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Now, we enter the context of that interface:

Router (config)# interface Ethernet 1
Router (config-if) #

So, after having arrived at the 4™ prompt now, we can now the secondary ip-address (as long as we
remember what it was we wanted to do in the first place):

Router (config-if)# no ip address 10.1.2.3 255.255.255.0 secondary

It is important to note that completion does not work for parameters such as ip-addresses or netmasks. We
have to type in the entire line (or, of course, use our terminal emulation, scroll back, copy the entire line in
our paste buffer, just type in “no” and then paste the line with the terminal emulation. Usually we would
type TAB and? several times during the whole process, causing help facility output to scroll the context way
up, making it hard to scroll back to our configuration output. Finally, we want to check if everything is all
right. We now have the convenience to press “CTRL-Z” and break back to levels, right back to our EXEC
mode prompt:

Router#

Now, we enter something like “show interface Ethernet 1”, or “show running-config” again.
Assume we like what we see, the router does not yet have the configuration saved in its non-volatile
memory. To do so, we type the command:

Router# write

We're done.
2.2 An Alternative Way...

With Telconi Terminal, the whole task would look like:

- login (in the final version by selecting your pre-configured router and pushing a button)
- click on the interface of choice in the dynamic filter list

- position the mouse over the configuration line and select the negate operation

- hit RETURN

- tosave it to non-volatile memory, push the commit button

Point is, things will be easier to enter. However, you’ve to know exactly what you are doing. You need to

understand the concepts of IOS®, the router’s entities and the meaning of the configuration lines. You can’t
just click and play.
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3 Prerequisites and Requirements

3.1 Operating System Requirements

Currently we support Mac OS X 10.3 (Panther release). Earlier versions of Mac OS X are not supported. The
PC version will run on Microsoft Windows XP and Microsoft Windows 2000. Later, we also plan to create a
Unix versions for Sun Solaris and Linux, depending on demand.

Update: Windows and Unix/Linux preview versions are available now due to user demand. The current
version runs on Windows XP, Windows 2000, Windows NT and Windows 98. Windows 95 is not
supported. The Unix/Linux version works with newer distributions, such as Redhat 9. Soon, we will release
for more Unix platforms, such as Sun Solaris.

3.2 Supported Platforms and 10S® Versions

Telconi Terminal has been designed to support all IOS® based devices. The preview version has been tested
with many devices such as Cisco® Series 2500, 3600 7200 routers and Catalyst 3500XL/2900XL switches
running IOS® version 12.x. It is not possible to test all combinations of routers, IOS® versions and line
cards, so Telconi Terminal might not work correctly with your configuration. If you encounter problems
with your configuration, please feel free to report them as explained in the feedback section of this manual.
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3.3 Router Configuration Requirements

The router must be accessible through an IP network. We currently do neither support serial lines nor SSH
access in the preview version. Later versions will include SSH access, but support for serial lines is not yet
planned. The router must be configured for multiple TELNET connections and must have an IP address
assigned. This initial configuration must be preconfigured using a traditional terminal application. A sample
minimal configuration using a single TELNET session password is:

enable password <your password>

interface EthernetO
ip address 10.1.1.1 255.255.255.0

line vty 0 4
password <your password>

Using this model, there are no usernames required when logging in. IOS® also supports a commonly used
alternative model, allowing to authenticate with different user names, which can be configured like:

aaa new-model
username admin password <your password>
enable password <your password>

There is much more to configure (with privileges, RADIUS authentication, things like TACACS+ command
authorization etc.). What you will need for Router Terminal to function correctly is a user configured with

full access to the router after entering enable mode.

Update: Also, users configured for privilege level 15 (no need to enable) will not be able to log in as the
enable password is an required text field in the login panel. This will be corrected in future versions.

Also note the router should allow four concurrent sessions, as three are required for each Telconi Terminal
session.

Telconi Terminal (Technology Preview Version) 11/29
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4 How to Use Telconi Terminal

4.1 Getting Started

Download the latest version from our website http:/www.telconi.com. After downloading the distribution
file, copy the application to your hard disk and double-click it. In the preview version, the application
window and a login dialog should appear.

4.1.1 Connecting to the Router, Switch or other Device

Before you can connect to a router, you must enter your connection information in the following dialog:

Connect to your router...

The router must be configured to
support multiple telnet sessions.

Hostname | IP-Address: router
required

TELNET Username:
optional (aaa new-model)

TELNET Password:
required

EMAELE Password:

required

Hostname / IP-Address

[P-Address or hostname of your router.

TELNET Username

If your router is configured for aaa-new model, you must enter your user name here. If you’re using simple

telnet passwords, this field must be left blank.

TELNET Password

Either your virtual terminal password or the password configured for the username entered above
(depending whether you use aaa new-model).

ENABLE Password

The password you configured for privileged command and configuration mode.

Preview version note: The preview version requires you to enter all login information each time you
connect. Later versions will allow to create and save profiles for a number of routers.
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4.1.2 Basic User Interface

Once you successfully connect to your router, the application window will appear like this:

O e cisco
3
. | A = 1= I —
Filters [ (D] [ X[ [v] |2 DS B = =] v @r ’ :
Mo Filter Login Legout Commit Revert Refresh TFTF Config Views Search { Filter e COIT"
¥ predefined { Config | Exec  Debug
user = =
interface Seriall i
route . ) -
— description el link test
access X
vkey bandwidth 777
chain this ip unnumbered Ethernet0
b template R R
vyinterface no encapsulation frame-relay
Tunneld shutdown
Ethernetd fair-gqueue
Seriall - frame-relay interface-dlci 19
Seriall !
BRIO interfac Full help [16]
ERID.1 AT accounting Set PPP network accounting method
BRID.Z no i authentication Set PPP link authentication method
Dialerl S authorization Set PPP network authorization method
Dialer? isdn bap Set BAF bandwidth allocation parameters
| Dialerd f bridge Enable PPP bridge translation
Dialer42 -imerfac callback Set PPP link callback option
Dialer11l — ip ac chap Set CHAP authentication parameters
Dialer123 i ipcp Set IPCP negotiation options
¥ router . interfac lcp PPP LCP configuration
["‘_SP‘ 100 link Set miscellaneous link parameters
np max-bad-auth Allow multiple authentication failures
bgp 8001 multilink Make interface multilink capable
I
vmz!}—lc a:s . i pap Set PAP authentication parameters
ialer tes ! .
v line interfac quality Set minimum Link Quality before link is down
con 0 _ reliable-link Use LAPE with PPP to provide a reliable link
aux 0 timeout Set PPP timeout parameters
vty O routericonfig-if)# interface Dialerl
vy 1 pep |
viy 2 4

V¥ access-list
access-list 12

encapsulation ppp

i shutdown
access-list 13 4 - .
access-list 14 auto et_ect encapsulation ppp v120 lapb-ta -
arrazc-list 15 - DI-”SE_UmE a

The main window has three tabs, letting you select Configure, Exec and Debug sessions. These tabs
represent three independent sessions. The drawer on the left shows a list of dynamically discovered
configuration filters for interfaces, lines and other entities for fast configuration navigation. The controls on
the top let you re-login, reconnect one of the three sessions and allow further configuration file filter
settings.

Preview version note: The preview version allows you to connect to one router at a time. Later versions will
allow to connect to multiple routers simultaneously.
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4.2 Configuration Session

To enable the config sessin, select the Config tab of the main view. It represents a session in configuration
mode and allows you to edit or add individual configuration lines in a full-screen fashion. It also gives you
access the routers built-in help facility as you type. The configuration displayed is always the “running-
config” of your router.

The Config session operates in two modes. Each mode has it's own keyboard and mouse bindings.
4.2.1 Line Selection Mode

This mode is used to select configuration lines and operations on configuration lines. As you move your
mouse over the configuration view, lines on which you can apply operations (like edit, add, negate), appear
in a highlighted fashion as follows:

ip subnet-zero (TP XD €D

ip domain-name telconi.com

ip name-server 18.68.1.4
|

In selection modes, the following keys bindings apply:

H (also HOME) first line, beginning of configuration
G (also END) last line, end of configuration
CURSOR-left select previous word
CURSOR-right select next word

CURSOR-up, K, P or CTRL-P previous line

CURSOR-down, J or N or CTRL-N | next line

TAB next configuration section
SHIFT-TAB previous configuration section

A, |, + (also INSERT) add a new line after selected line
BACKSPACE or - enter editor with line negated (i.e. with “no” prepended)
RETURN, E or C start editing this line

SPACE (also PAGE DOWN) scroll down a page

B (also PAGE UP) scroll back (up) a page

You can also just click on a line using the mouse. If you select a word of a line, only words before the
selection will be copied.

Note: We've defined some keyboard alternatives to Cursor keys — especially for those who are used to the

Unix vi editor. The line selection mode (i.e., selecting a line before entering line edit mode) in Telconi
Terminal is quite similar to vi. Some default Emacs key-bindings will also work.

Telconi Terminal (Technology Preview Version) 14/29



4.2.2 Line Editing Mode

After you've selected a line (by left-clicking the mouse or typing +, RETURN or BACKSPACE, A, C or E), a
little terminal input window opens within the line selection area:

IIJ dﬂmaln_namn tolemomi meoee
ip name-server

cisco-router(config)#

ip subnet-zero|

Partial help

subnet-zZero

\

Note: if you intend to insert a new global configuration line, just enter + or a after any other global

configuration line or the last line of an indented section such as an interface definition. To add a new line

within an interface, use + or a while selecting the first or any other but the last one of a given configuration

section. To leave this mode, press ESC left-click outside the highlighted area. The line selection mode will

also be entered once the mouse leaves the viewing area. No changes are sent to the router unless you press

the RETURN key in this mode. In line editing mode, you may simply use the same command line editing

keys as you normally would. With exception of ESC, the command line editing keystrokes are transparently

passed to the CLI interface, such as:

CTRL-A
CTRL-E
CTRL-W
CTRL-K
CTRL-B
CTRL-F
CTRL-L
CURSOR-left
CURSOR-right
TAB

?

ESC

move to the beginning of line
move to the end of line
delete word

delete to end of line

one character backward

one character forward
redisplay current line

one character backward

one character forward
complete command

get help
return to line selection mode

As shown above, it is also possible to access the built-in router help facility. The help overlays appear after a

left mouse click, the?-key or CURSOR-Up. Once an overlay is visible, items on the help overlay can be

selected and copied to the command line as follows:

CURSOR-up
CURSOR-down
CURSOR-right
RETURN
Left-Mouse
SPACE

previous item of help overlay
next item of help overlay
copy item to command line
copy item to command line
copy item to command line
scroll in multi-page overlays

Telconi Terminal (Technology Preview Version)
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4.3 Using Filters to Navigate in Configurations

Router configurations can be lengthy and confusing. To quickly jump to a configuration section of interest or
to search for something specific, Telconi Terminal features a built-in configuration filter.

4.3.1 Static Filters (Config views)

[|| ||:|
1l

Config Wiews

Update: Currently unavailable on Microsoft Windows and Unix/Linux

These static, built-in filters allow you to toggle the configuration view as follows:
- everything, including global and indented configuration lines
- global configuration lines only

- indented configuration lines only, such as interfaces

Static filters will be available only if the Search / Filter field is blank.

4.3.2 Incremental Search Filter

Saarch | Filter

You also can define a filter by entering some text in the Search / Filter field. The configuration view changes
incrementally as you type. This allows you to quickly find specific definitions for users, passwords, IP-
addresses and so on. If you search for patterns in indented sections of the configuration file, the entire
section — and not just the single line — will be included in the search result.

4.3.3 Dynamic Filters

All
¥interface
Ethernatd
Serialld
Seriall

As you log in, Router Terminal automatically builds up a list of dynamic filters according to the
configuration file loaded. In this list, you will see such entities as interfaces, controllers, routers, addresses
etc. Selecting an item will set the incremental search filter.
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4.4 Using the Router's Help Facility

As mentioned earlier, Telconi Terminal lets you access the router’s built-in help system in a comfortable
manner. Using a traditional terminal software, help system output is written below your current line, causing
the display to scroll and disturbing your vision and context. In Telconi Terminal, help system output is being
captured and displayed in dynamic overlay windows. In addition to a more convenient display, you also
can select items in those overlays to copy them to your command line. Alternatively, of course, you might
want to use the command completion feature of IOS®.

4.4.1 Partial Help

If the cursor is in a word (i.e. not after a SPACE character), the router outputs partial help. Partial help shows
you possible completions for the word you've started to type, such as:

router#
Partial hel
router# configurat P
CONTIQUranon
router# bl
controllers
router#
router#show con|

Help is invoked by pressing the?-key. In the configuration view, you can alternatively use the CURSUR-Up
key. Here, the character before the cursor is not a SPACE character. Command line completion does not
work, as two choices are possible: controllers and configuration. In Telconi Terminal, you can highlight
items by using either the mouse or cursor keys. To copy an item to the command line, use either the
RETURN-key, CURSOR-Right-key or left-click with the mouse. To hide the help overlay again, use the ESC-
key. Use the SPACE key to scroll to the next page a multi-page overlay.

4.4.2 Full Help

Full help, a somewhat more descriptive help system output, is being shown if the cursor is not in a word, i.e.
after a space character or at the beginning of a line. Full help includes a descriptive line for each item.
Keyboard use is identical as with partial help. Here’s a sample output:

routers#
Full help [3
router# - . p (3] - :
interface IP MEM interface information
router# ' _
manager IP MEM manager information
router# _ _
status-report IP MEM status report information
router#
router#show ip mrm |
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4.5 10S® Responses and Messages

The router gives you feedback as you enter wrong commands, some required entity hasn’t been configured
yet and so on. Usually, this is output to the terminal in separate lines, causing the screen to scroll as with the
help system. For example:

router (config) #no interface serial 0

% Removal of physical interfaces is not permitted
router (config) #

or

router (config) #this does not work

A

o)

% Invalid input detected at '"' marker.

router (config) #

The ladder example shows a caret indicating the position the parser would not understand. Using Telconi
Terminal, the same messages are displayed as overlays — just like the help facility:

—  iwn addrsacs A A A FEM AEE FEE IEE A coacandnems

Response

% Removal of physical interfaces is not permitted

router{config)#
no interface SErian

description E1 link to backbone
_I no ip address

L fair-gueue
router{config)#
this does not work|

Response
this does not work

'

% Invalid input detected at ‘A" marker.
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4.6 Exec Session

To enable the Exec session, select the Exec tab of the main view. It represents an individual session and is
used to enter non-configuration commands, such as displaying interfaces and so on.

Seriald buffers, 1524 bytes (total 32, permanent 32):

— 7 in free list (0 min, 32 max allowed)
25 hits, @ fallbacks
- 8 max cache SizZ g
Seriall buffers, 1524 byte _ AnEnt
) ) dump Show buffer header and all data
— 7 in free list (0

header Show buffer header only
pachket Show buffer header and packet data
| Output modifiers

25 hits, @ fallbat
- & max cache siz

<Lr>

router#show buffers all |

Using the Exec session is similar as using the line editing mode in configuration mode., including the use of
the help facility However, the following key bindings apply (if the help overlay is not displayed):

CTRL-P or CURSOR-up one command up in command history
CTRL-N or CURSOR-down | one command down in command history

Note: In the line selection mode, these keys will not show the command history, but position the line
selection cursor accordingly.

Despite of an often more readable output and are more convenient way to use the help system, using the
Exec mode is quite similar as using traditional terminal emulation. You may also enter the configuration
mode in Exec mode, but make sure to reload the configuration view after you have made any changes to
obtain a configuration view consistent with the routers memory.
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4.7 Debug Session

If you enable debugging in Exec mode, debugging output is being sent to a terminal with monitoring
enabled. Debugging output is written directly to your terminal and is disturbing if you use the same session
to enter commands. So using a traditional terminal, you usually would connect a second session for
debugging output.

The debug session represents a separate session with debugging output enabled (as if you type terminal
monitor) in the Exec session. This session is automatically initiated and configured as you log in. Usually,

you would not type in this session and look at it's output only. The last line of this window is also displayed
in the status line.

4.8 Using the built-in TFTP Server

TETP

The Telconi Terminal application features a built-in TFTP server to transfer configuration files and software
images to and from your router.

Preview version notice: As this feature requires root permissions to work, it has been disabled in the
preview version. Later versions will enable this feature. You will be able to transfer configuration files and
software images from and to the connected router in an integrated GUI.

4.9 Logging in and Refreshing a Session

There are two buttons above the main viewing window:

o QO

Login  Refresh

The Login-button brings up the login dialog again. All three sessions will be terminated and you have to
enter your connection information again.

The Refresh-button is used to reload the current session only (i.e. the session selected by the tab above the
main viewing window). It remembers the passwords you initially typed, terminates the current session and
reloads it. This is being used mainly to refresh the configuration view in the main window after having
applied some modifications.
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4.10 Commit and Revert

v | &

Commit Kevert

These two buttons should be used with caution. They are used to control the routers non-volatile memory
(NVRAM). What you see in the configuration view is the “running-configuration” of the router, the
configuration in the routers volatile memory (RAM). Any configuration changes you make will be lost after a
reboot (or reload) of the router, unless you copy the current configuration to the non-volatile memory
(NVRAM). Note that if you either commit or revert the current configuration, the displayed configuration is
consistent with what the router will use at the next reboot phase. Otherwise, the router will fallback to the
last committed variant of your configuration.

Commit

This button will commit any changes in the running configuration and make them permanent (by writing it
to NVRAM). After a reboot of the router, uncommitted changed will be lost. The commit button is
equivalent to typing

Router# write

Router# show config

in an exec session. This button also will automatically reload the configuration written. It will reload from
the non-volatile memory in this case, as they’re identical at this point, but will reload more quickly than
loading the running configuration.

Revert

The revert button will revert to the last committed version of the routers configuration. Any changes since
the last committed version will be undone. The commit button is equivalent to typing

Router# configure memory
Router# show config

in an exec session. Like the commit button also will automatically reload the configuration written. It will
reload from the non-volatile memory in this case, as they’re identical at this point, but will reload more
quickly than loading the running configuration.

Preview version notice: Please be careful when using these buttons. These two functions are not protected

by “are you sure” dialogs yet. In future versions, you will be allowed to optionally configure this behavior in
your preferences.
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5 Development Roadmap

This section describes features already available in this technology preview release and what will be in the
first beta release. Planned features for future releases are also listed. This roadmap is currently planned, but
might be changed as we receive user feedback accordingly.

Update: Due to user demand, we slightly modified our roadmap and developed preview versions for
Microsoft Windows and Unix/Linux. We also improved ACL-Editing now.

5.1 Technology Preview Version

This preview version can be characterized as follows:

- Mac OS X Platform support

- Basic communications (TELNET) and session management

- Basic functionality (Configuration, Exec and Debug sessions, interface Monitoring)
- Saving and reverting configurations

- Configuration file navigation with dynamic views

- Pretty-printing and syntax highlighting in all modes, Printing support

- Router help system support

- Built-in TFTP functionality (currently disabled)

- Decrypt passwords configuration files

5.2 First Beta Release (additional Platforms and Features)

- additional support for Microsoft Windows 2000 and XP platforms

- Software and configuration management features, configuration backup
- router profile and password management

- simultaneous connections to multiple routers

- extensive interface monitoring

- editor for access-lists and other lists

- SSH-support (possibly SNMP for monitoring)

- Cut & Paste support and some user preferences

5.3 Future Releases (additional Platforms and Features)

The following features are planned, yet not scheduled, for future releases:

- additional support for Unix platforms, such as Linux®, Solaris® or others on demand

- support for additional networking equipment, such as non-10S switches or non-Cisco® high-end
routers on demand.

- templates and user defined macros

- integration as a node manager within systems such as HP OpenView

- configuration file version management and documentation features

- central server configuration and documentation file storage and retrieval
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6 FA.Q. (Frequently Asked Questions)

This section covers a growing number of frequently asked questions about Telconi Terminal.
What is Telconi Terminal and who should use it?

Telconi Terminal is a productivity application and user interface for Cisco IOS® based routers and devices. It
was designed for users with knowledge of Cisco IOS® who now would mainly use a telnet client for router
administration and configuration.

What are the main benefits? What makes it unique?

[t's benefits include full-screen, interactive editing of router configurations and full support of the routers
built-in online help facility. It is unique because of it’s interactive nature — it is not an offline editor for
configuration files — but more like an user interface.

Is this commercial software, freeware or open source?

[t is commercial software, but there will be always a free version available. Currently, we do not sell the
software. Pricing and availability of the commercial version has not yet been determined. Which features
will be in the free and commercial version has not been determined yet either. Source code is not available
to the public, but can be requested for integration purposes.

Where can | buy your software?

We currently do not sell the software. For the time being, there’s only a preview version available, which
can be downloaded freely for evaluation purposes. After that, there will be beta versions available. A
commercial version will be released after the beta process along with a free variant.

Do you offer infegration services or can you add some features for me?

Yes, we will offer to integrate our software with your existing OSS or NMS solutions on a per-project basis.

Does the technology preview version expire after some fime?

Yes. The technology preview version will stop working after a certain time. This is because we do not want
versions with potential problems around, and not to make you pay. See above.

Telconi Terminal (Technology Preview Version) 23/29



\

Is my router configuration automatically modified?

No, it does not touch your router’s configuration automatically. It makes some settings for the terminal
sessions, but it does not automatically reconfigure your router or make any permanent changes unless you
do so.

Why it is released on Mac 0S X first?

Mac OS X is a solid development platform and its user base is known to give good feedback. We want a
small user base in this phase of the project before we release for Windows and other platforms. We’re aware
that Mac OS X does not have a large user base and most user’s desire Windows or Linux platform releases.

When will a PC version for Windows be available?

Update: available now.

We're actively working on it and it won’t be too long — a matter of weeks or months. We won’t make any
promises at this point, as we want to ensure the software’s quality and interoperability before we release for
Windows.

When will Linux version be available?

Update: available now.

As pointed out, we plan to support Linux and other Unices in the future depending on user demand. We
have no release date for a Linux version scheduled at the moment.

How does it work?

[t simply connects multiple telnet sessions to your router and parses the routers’ responses to commands and
keystrokes. It does not (yet) support other protocols such as SNMP. Later versions will also use SSH and
possibly SNMP for monitoring. TFTP is being used for file transfers (configuration files and software images).

Will you support other routers and switches?

As many routers, switches and other devices such as firewalls use a command line interface similar to that of
[OS®, we plan to support other devices in the future as well, depending on demand. Generally, IOS®-based
devices should already work .

How are you related with Cisco® Systems?

We're completely independent and have no relationship at all with Cisco® whatsoever. They just happen to
produce routers with a large user base. Our product will not be limited to Cisco IOS® in the future and
support other equipment vendor’s products with similar command line interfaces.
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] Troubleshooting and Known Issues

This section covers some known issues and bugs with the preview version.

User Interface

The User Interface currently is not as clean as we would like it to be. As it is intended to run on many
platforms, we did not make use of too many platform specific user interface elements. Also, we’re thinking
of integrating the debugging view with the main window (so it is always visible).

[0S® Inconsistencies and Caveats

[OS®, especially, it's configuration interface, isn’t entirely consistent. Consider the following example:

line con O

transport preferred none

Here, to cancel options, it's not “no transport preferred” as one could expect. Using Telconi
Terminal, automatically negating the line will cause an error. Instead, you'll have to manually type the line.
The next example shows that configurations may be displayed with invalid syntax:

interface Serial0
clockrate 2000

Here, “clockrate” is displayed, but the command you have to enter is “clock rate”, written as two
separate words. Trying to edit a line like this will cause an error, as the router won’t accept “clockrate”
as a valid keyword. You’ll have to type the entire line instead. Another example deals with non-intuitive

default settings:

interface EthernetO
logging event link-status

if you configure lines like this, the router will never show as configuration lines, but accepts them if entered
as valid configuration commands. The reason is that most default settings are not displayed in order to keep
the configuration files small. As a result, as you redisplay he configuration after you added a default line
like this, the configuration line will not be shown in the output. Currently, we do not use rules to cope with
these inconsistencies. You will simply run into an error or see the same inconsistencies as with the
command line.

Session Login Banners

Session login banners might confuse Telconi Terminal during session initiation. If you cannot connect,
please check your configuration for login banners.
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Multi-line Input

Configuration sections spanning multiple lines such as the banner global configuration commands are not
supported yet. You will see them in your configuration, but you won’t be able to edit.

Configuration Prompt

As Telconi Terminal parses the responses of your router, there are some settings which will confuse it,

including service config prompt.

Session Limits

Update: this has been improved. New sessoins are only initiated on demand

Many routers support only four concurrent sessions. As Telconi Terminal opens three sessions initially (for
Config, Exec and Debug), only one more session is available as you’re logged in. Future versions of the
software might multiplex single session for multiple modes, reducing the number of required simultaneous
sessions — or we bring up sessions on demand (starting with only the configuration session).

Error Messages

Update: error messages during login sequence have improved,
Error messages are not very intuitive at the moment. For example, if your password is incorrect, you’ll most
likely get a timeout message instead.

Marking of Changed Lines

As you change lines, Telconi Terminal tries to mark the changes, displaying the old and new configuration
lines. These markings aren’t always correct and consistent with the configuration in memory and you need
to reload the configuration in order to obtain a consistent and correct display of the router’s current
configuration.

Preview note: future versions will include more sophisticated rules for marking changed lines more
correctly.

Exception handling

Update: this has been mostly fixed already.

Some exceptions (error responses) are not caught in configuration mode, and others will be wrongly
interpreted. For example, if you remove an BRIO. 1 sub interface, the router will output a message
indicating not all lines will be removed before you reload — but accepts the command. Telconi Terminal
interprets such behavior as if the router did not accept it and as a consequence does not mark the
configuration lines as changed. Also, sometimes the router would output single line responses (i.e. with no
% character). An example is entering a bad netmask. Telconi Terminal ignores such messages, representing
the display as if the router accepted the configuration line. In either case, refreshing the display will show
the correct representation of the router’s configuration memory.

Preview note: future versions will improve exception handling.
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8 Feedback and Reporting Bugs

We'd like to improve Telconi Terminal by enhancing its features and by correcting possible problems and
inconsistencies. To do so, we rely on the feedback of our users, so please feel free to write to
feedback@telconi.com. We're highly interested in your comments and suggestions and will consider and

answer all requests.

General support requests for Telconi Terminal should be directed to support@telconi.com. Please
understand we will only be able to provide support for our software, and not for general Cisco |IOS®
configuration problems.

As mentioned earlier, it is not possible to test all combinations of routers, [OS® versions and line cards, so
Telconi Terminal might not work correctly with your configuration. If you encounter problems with your

configuration, please report to bugs@telconi.com and include the following information:

- your router hardware

- your IOS® software version

- your router configuration (or just the relevant fragments of your configuration)
- ashort description of the problem (misbehavior, crash etc.)

This information can be easily obtained using the following privileged EXEC commands of your router:
Router# show hardware
Router# show version

Router# show running-config

Security note: any passwords should be removed from configuration files before you send them by email for
security reasons. These passwords often can be easily decrypted — even by our applications - and generally
should not be transmitted to anyone.

Privacy Policy

Whether you send us feedback, support-requests or bug reports, we of course won’t use your email address
for unsolicited email messages or submit your address to any third party.
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Appendix A: Microsoft Windows Version

The Windows version runs on Microsoft Windows XP, 2000, NT and 98. The screenshot shows Telconi

Terminal running on Windows XP:

m Jales

@ CisCco

File Help

B x v E CJ Search / Filter

Configuration Exec Debug

o Fiker — description dialer 12
B no ip address

u=Er T e
route no encapsulation
dCCeERs

= key .

b template a{:{:ount_mg :

¥interface authen.tlc:a.tlr:rn

authorization

Tunneld iy
Ethernetl bridge
e callback
Seriall chap
BRI0 ipcp
BRID. lcp
BRID.2 link
Dialer1 max-bad-auth
Dialer2 multilink
Dialerd pap
Dialerd2 quality
Dialer111 reliable-link
Dialer123 P timeout

¥ router router{config-ife
o=pf 100 ppp
rip
bgp 2001 keepalive 99

M map-class - autodetect encapsulation

»line !

» access-list interface Dialerd2

I address

—l ip address 111.111.111.111 255.255.0.0

Full help [16]
Set PPP network accounting method
Set PPP link authentication method
Set PPP network authorization method
Set BAP bandwidth allocation parameters
Enable PPP bridge translation
Set PPP link callback option
Set CHAP authentication parameters
Set IPCP negotiation options
PPP LCP configuration

Set miscellaneous link parameters

Allow multiple authentication failures

Make interface multilink capable

Set PAP authentication parameters

Set minimum Link Guality before link iz down
Use LAPB with PPP to provide a reliable link
Set PPP timeout parameters

interface Dialerd

ppp w120

Knows Issues

The implementation cannot make use of some MacOS X specific features, such as PDF-printing and
transparent overlays. The functionality should be identical otherwise.
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Appendix B: Unix/Linux Version

The Unix/Linux version is identical to the Microsoft Windows version. It has been tested with RedHat 9,
Suse Linux 9, Mandrake 9 and other distributions. This is what it looks like on RedHat Linux:

| e ir———rr T T T T T T T T T T T T T T T T T T T Y ——— Ot
File  Help
E) x v E c) Search § Filter é
Configuration  Exec  Debuy
Mo Filter L shutdown A
predefined i
uzer interface Dialerl
iz — description dialer 12
Areess no ip address
key
Mtemplate
Finterface Full help [16]
Tunineld accounting PPP N
EthernetD authentication t PP lir entic & J
Seriall anthorization
Seriall [
iR bridge
Bl callback
ERID.2
Dialer 1 chap
Dialer2 (B
Dialerd lop
Dialer42 EE
Dialer111 max-bad-auth
Dialer123 multilink
¥router pap
ospf 100 fuality
rip reliable-link
bigp 8001 timeout Set PPP timeout pa
Fmap-class j
line rauter{cantio-if s interface Dislerd
paccess-list ppp I
address
L autodetect encapsulation ppp w120
I
interface Dialerd2
— in address 111 111 111 111 255 2E5 N N ﬂ

Known Issues

The implementation cannot make use of some MacOS X specific features, such as PDF-printing and
transparent overlays. The functionality should be identical otherwise.

Due to compatibility issues, the preview version does not yet make use of anti-aliased fonts (Xft) and the
fonts do not appear smooth. This issue will be dealt with in future releases.

There might be problems with older Linux variants due to missing shared libraries. We will produce variants
for older Linux versions in the future.

Other Unix binaries, such as Solaris, HP/UX, AIX etc. are not available yet.
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